
Business Problem:  
Fred’s Health Insurance and Sally’s EHR would like to do a deal to send Fred an alert when a 
member has a major medical event.  However, the deal is stalled waiting for resolution of some 
thorny data privacy concerns.  Fred and Sally each hold more data than is relevant to the 
deal: Fred has members whose doctors work with other EHR companies, while Sally holds 
records for patients with other insurers.  Unfortunately, at present neither can figure out what 
data is relevant without data from the other, and both parties are leery of sharing the entirety 
of their sensitive data knowing that much of it will turn out to be irrelevant to their deal. 
 

 
Capnion’s Solution: 
Fred and Sally can use a special cryptographic process to determine which patients appear 
in the data of both parties without needing to reveal any more information.  They will each 
encrypt their full datasets before sharing them with the other party and this data will remain 
encrypted at all times.  Capnion will assist each party in performing a special computation on 
this encrypted data, identical on both sides, that reveals which patients appear in both 
datasets.  This computation makes use of special cryptographic keys, generated by 
Capnion, that permit the creation of the agreed shared list of patients but do not allow 
decryption or other additional extraction of data. 

 
Process Detail: 
First, business leaders from Fred and Sally 
agree on the schema of the data they will share, 
and how they want to define a match across the 
two datasets.  For example, let us imagine they 
decide they will share (encrypted!) patient 
Medicaid numbers, names, and addresses, and 
that a match requires identical Medicaid numbers 
OR name and address sharing 9 out of 10 
characters.  For our purposes, the most important 
part of this step is not how a match is defined, but 
that the sides come to clear agreement. 

 



Second, Capnion works with engineers at both Fred and Sally to create a Python script, 
compatible with Capnion’s cryptographic software, that will correctly determine which members 
appear in both datasets according to the definition of a match previously agreed.  

 
Third, engineers at Fred and Sally encrypt their data 
using special keys pulled from Capnion’s API.  The 
encryption is via the one-time pad method and is literally the 
strongest that can exist, being provably unbreakable if the 
key is kept secure.  Each party then sends its encrypted data 
to the other.  Each party can now combine their encrypted 
dataset with that of the other and they are now in fact working 
with the exact same combined (encrypted!) dataset on 
both sides. 
 

Fourth, Capnion grants both parties access to a special “answer” key that allows them to 
perform the computations required by the previously created Python script.  These 
computations reveal only relations in the data - when there is a match - and not the original 
plaintext itself.  The key can not be used to decrypt.  Each party now knows which patients on 
the combined list match with which others, but they only hold plaintext information for their part 
of the list.  
 
 
Points of Emphasis: 

1. Fred and Sally only share securely encrypted data 
that is never at any point decrypted. 

2. Capnion only provides special cryptographic keys 
and receives no data from either party. 

3. Each party only learns what was agreed - the 
patients in common between the two firms. 

4. In the end, both sides do the same computation on 
the same dataset - they differ only in the extra 
context they have to interpret the results. 

 
 
 
Fred and Sally have resolved their data privacy issue and they are now free to close their 
deal.  The privacy conflict was resolved not by one convincing the other to give something up, 
but by using technology to eliminate the conflict entirely. 
 
 
 
 

For more information contact us at sales@Capnion.com 


